BO CONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH BAC GIANG Péc Iap - Tw do - Hanh phiic

S6: D9 F /CAT-ANM

V/v canh bao thi doan cét ghép hinh anh dé
tong tién, ltra dao trén khéng gian mang

Bdc Giang, ngay 21 thang 02 nim 2025

Kinh gui:
- Cac ban, co quan thudc Tinh uy;
- Uy ban Mat tran T quéc va cac Poan thé tinh;
- Cac Ban thudéc HDND tinh;
- Céc s0, nganh, co quan thuéc UBND tinh;
- Céc co quan Trung uong trén dia ban tinh;
- Bdo Bic Giang, Dai Phét thanh - Truyén hinh Béc Giang;
- Huyén uy, UBND cac huyén, thi x4, thanh phé.

Thoi gian gan day, trén dia ban tinh tiép tuc xuét hién thi doan doi tugng loi
dung cac hinh anh, video ctia ngudi dan (trong d6 cé cac dong chi lanh dao cac co
quan, don vi dia phuong) dugc cong khai trén khong gian mang, st dung cong
nghé Al, Deepfake cat ghép hinh anh vao cac hinh anh nhay cam, doi truy, sau do
gui tin nhin SMS, nhén tin qua mang xd hai... nham muc dich de doa, ltra déo,
téng tién.

Dé chu dong phong ngira thi doan néu trén ctia bon t6i pham, Céng an
tinh théng bao va khuyén céo nhu sau:

1. Quan triét can bd, cong nhan vién chap hanh nghiém quy dinh vé cong
tdc bao vé bi mat nha nudc, bao dam an toan théng tin; thudng xuyén thay doi
mat khau thong tin céc tai khodn (mang xa hdi, email,...).

2. Canh giac dbi voi céc tin nhén, cudc goi,... dugc gui tir nguoi la qua
khéng gian mang; tuyét déi khéng 4n vao cac duong link, tai cac file, hinh anh,
dinh kém do nguoi la gui; khong luu mat khéu trén cac trinh duyét.

3. Khi g:;ip“ tru‘g’ng hop nhiw trén can binh tinh, khong hoang mang, lo so
va phai hét sike canh gidc, tinh tdo, khong lam theo huong dén ciia déi tirgng,
khéng chuyén tién hay cung cap thong tin cd nhéin dé tranh bj ké xiu loi dung
liva déo, téng tién hodc thwe hién hanh vi vi pham phdp lugt khdc; dong thoi
lién hé ngay véi Cong an tinh (qua Phong An ninh mang va phong, chng t6i

. pham st dung céng nghé cao, gip D/c Chu Van Hiéu - Pho Trudng phong, s6
dién thoai: 0977.437.666) dé dugce hudéng dan xir 1y.
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Céng an tinh Bac Giang tran trong thong bao dén céc co quan, s&, ban, nganh
va cac huyén, thi x4, thanh phé dé tuyén truyén dén can bd, dang vién céng nhan
vién chirc, ngu:oi lao ddng, ngudi than va toan thé Nhan dan nidm duoc, néu cao
tinh than canh gi4c, khong dé bi de doa téng tién hay lira dao chiém doat tai san.

Cong an tinh Bac Giang tréan trong thong béo.e/
Noi nhin: W/
- Nhu trén;
- P/c Giam dbc CAT (dé b/cao);
-PAOQ3;
- Luu: VT, ANM.




